HNudopmanuoHHas naMaTKa JJs 00y4alIIUXCS JJIs pa3MelleHus Ha opUuIuaIbHbIX
HHTEPHeT-pecypcax

C KaXJbpIM roJIOM MOJIOIEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, & IIKOJBbHUKU OJHU U3 CaMbIX
aKTUBHBIX IOJb30Baresnel Pynera. Mexay Tem, IOMMMO OIPOMHOIO KOJMYECTBA BO3MOXKHOCTEH,
UMHTEPHET HeceT U MpobiieMbl. DTa naMsITKa JOHKHA IIOMOYb Tebe 6e3011acHO HaXOIUThCsl B CETH

KomnbroTepHbie BUPYCHI

KomnbloTepHblii BUPYC - 3TO Pa3HOBUJHOCTb KOMIBIOTEPHBIX MPOTpamMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBJIETCSI CIOCOOHOCTh K Pa3sMHOXKEHHIO. B JomosHeHne K 3TOMY, BUPYChI
MOTYT TOBPEOUTh WJIM TIOJHOCTBIO YHHYTOXHUTHh BCe (aillbl W JaHHBIC, IOJKOHTPOJBHBIE
II0JIb30BATENI0, OT UMEHHU KOTOPOTro ObLiIa 3aIlylleHa 3apakeHHasl IporpaMma, a TaKkke HOBPEANUTh WU
JaKe YHUYTOXXHUTH ONEPAIMOHHYIO CUCTEMY CO BceMu (aiimamu B 1esoM. B OONbIIMHCTBE CilydaeB
pacpoCTPaHAIOTCS BUPYChI YEPE3 UHTEPHET.

MeTO,I[BI 3aI0MTEI OT BPCAOHOCHBIX ITPpOrpaMm

1. Mcnionp3yii cOBpeMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHb 3aLIUTHI OT
BPEJOHOCHBIX IIPOrPaMM

2. IlocrosHHO ycTaHaBnuBail mayTH (UU(pOBBIE 3aIlJIaTKH, KOTOPbIE AaBTOMAaTUYECKU
YCTAHABJIMBAIOTCS C LENBIO JOPaOOTKH MPOTpaMMbl) U Jpyrue OOHOBICHHS CBOCH OIeEparmoOHHON
cuctembl. CkadynBail UX TOJBKO ¢ odunuanbHOro caiita paspadorunka OC. Ecnu cyiecTByer pexxum
ABTOMATHYECKOTO OOHOBIICHHSI, BKITIOUYH €T0;

3. PabGoraii Ha cBOeM KOMIIBIOTEPE TIOJ] MPaBaMU IOJIH30BATENIS, a HE aAMUHUCTPATOpa. DTO HE
MIO3BOJIMT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMM HWHCTaUTUPOBAThCS HA TBOEM IEPCOHAIBHOM 4.
Hcnonb3yii aHTUBUPYCHBIC TTPOTPAMMHBIC IPOTYKTHI H3BECTHBIX MPOU3BOIUTENICH, C aBTOMATUYCCKUM
oOHOBIIEHHEM 04a3;

5. Orpannub pU3NUECKHii JOCTYI K KOMIBIOTEPY JIJIsl IOCTOPOHHUX JIULL;

6. Vcnonp3yld BHENIHHE HOCUTENTH HWH(POpPMALWHU, Takue Kak Quiemka, AUCK win dain u3
UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOUYHUKOB;

7. He oTkppIBaii KOMIbIOTEpHBIE (DallIbl, MOJyYEHHBIE U3 HEHA/IEKHBIX UCTOYHHMKOB. [laxke Te
(aiinbl, KOTOpbIE MPUCIA TBOW 3HaKOMBIH. Jlydllle yTouHM y HEro, OTIpaBJIsl U OH TeOe UX.

Cetu WI-FI Wi-Fi - 510 He BuJ niepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH I, MapKa.
Eme B 1991 rogy nunepnanickas kommanusi 3apeructpupoBaia 6pena "WECA", uto o0o3Hauano
cinoBocouetanue "Wireless Fidelity", xoTtoperii mepeBomuTcs kak "OGecripoBojgHas TOYHOCTH". Jlo
Halllero BpeMEeHM Jolula Apyras aOOpeBuaTypa, KOTOpas SIBISETCS TaKOM ke TexHoinorued. ITo
ab6peBuarypa "Wi-Fi". Takoe Ha3zBaHuwe ObUIO JaHO ¢ HAMEKOM Ha CTAaHIAPT BBICIIEH 3BYKOBOM
texuuku Hi-Fi, 4yto B mepeBo/ie 03HauaeT "BbhICOKast TOYHOCTD".

Ja, OecnnaTHBIH MHTEPHET-IOCTYN B Kade, OTENsiX U adporoprax SBISETCS OTJIWYHOU
BO3MOXHOCTBIO BBIXOZIa B MHTepHET. Ho MHOTHE SKCIepThl CUNUTAIOT, 4TO obmenoctynHsie Wi-Fi cetn
HE SIBJISIFOTCS] 0€30MaCHBIMH.

CoBeTblI 10 0€30MacHOCTH pabOTHI B 00IIEAOCTYIHBIX ceTsx Wi-fi:

1. He mepenaBaii cBoro muunyro nHpopmanuio yepes oomenoctymnasie Wi-Fi cetu. Paboras B HUX,
JKeJIaTeIbHO He BBOJUTH MAPOJIH JTOCTYIIA, JIOTHHBI U KAKHE-TO HOMEPA;

2. HWcnons3yil U OOHOBIANM aHTHUBUPYCHBIE MporpamMmbl M OpaHamayep. Tem cambIM Tbl
o0e3omacuib ceds 0T 3aKaYKU BUPYCa Ha TBOE YCTPOUCTBO;



3. Ilpu ucnons3oBanun Wi-Fi otkmroun ¢ynkuuto "OOmmii goctyn K ¢aitiam u npuaTepam”.
JlanHas (QYHKIUS 3aKpBITa MO YMOJTYAHHIO, OJHAKO HEKOTOPHIE MOJIB30BATEIM aKTHBHUPYIOT €€ IS
y1o0CTBa UCIIOJIb30BaHUS B paboTe uiu ydebe;

4. He ucnons3yit myoamunerid WI-FI u1st nepegaun IUUHBIX JaHHBIX, HAlIPUMED, 7S BBIXOJA B
COLIMAJIbHBIE CETH WJIU B DJIEKTPOHHYIO IOYTY;

5. Wcnonp3yit Tosbko 3ammineHHoe coenunenne yepe3 HTTPS, a ne HTTP, T.e. mpu Habope
BeOapeca BBou uMeHHO "https://";

6. B mobunsHOM Tenedone orkimoun ¢pynkuuio "llogkmouenne k Wi-Fi aBromarnuecku". He
JIOMTyCKali aBTOMATHUYECKOTO MOJKIIOYEHHUsI yCTpoiicTBa K cerssM Wi-Fi 0e3 TBoero coriacwus.
ConmanbHbIE CETH aKTUBHO BXOJIST B HAITY )KH3Hb, MHOTHE JIFOJIM paOOTAIOT U KHUBYT TaM ITOCTOSHHO,
a B Facebook yxe 3apeructpupoBan MUJLTHAP]T YEIOBEK, YTO SIBISICTCS OAHOU CEIbMOM BCEX JKUTEIEH
TUIaHeThl. MHOTHE MOJIb30BaTE M HE TIOHUMAIOT, YTO WH(POpMAIIHS, pa3MeIeHHAass MU B COIUATbHBIX
CeTsAX, MOXKET OBbITh HaiiJieHa M HMCIOJb30BaHA K€M YIOJHO, B TOM YHCJIE HE 0053aTeNbHO ¢ OJaruMu
HaMEPCHHUSIMU

OcHoOBHBIE COBETHI 0 0€30MACHOCTH B COIMAJIBHBIX CETHAX:

1. Orpannub cnucok Jpy3eil. Y TeOs B Apy3bsiX HE JOKHO OBITh CIydalHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3amminail cBOIO YacTHYIO Xu3Hb. He ykaspiBall mapomu, TenedoHbl, aapeca, AaTy TBOETO
POXICHUS ¥ JPYryl0 JM4YHY0 HWH(OpManuio. 3J0YMBIIUICHHUKH MOTYT WCIIOIb30BaTh JIaXe
UH(GOPMAIIHIO O TOM, KaK Thl U TBOU POJUTEINN TUIAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3ammuiait cBOIO penmyTaluio - AepKH €€ B UUCTOTE U 3a7aBail cebe BOMpOoC: X0Ted Obl Thl, YTOObI
JIpyrue MoJb30BaTENN BUACIHU, YTO ThI 3arpyxaemb? [logymaii, mpexie ueM 4To-TO OmyOJIMKOBAaTH,
HaIlMCaTh U 3arpy3uTh,

4. Ecii TBI TOBOpHULIb C JIIOJABMH, KOTOPBIX HE 3HACIIb, HE UCIOJB3YH CBOE pealbHOE MMS U
JPYTYI0 TUYHYIO0 HHGOPMALIUU: UMSI, MECTO JKUTEILCTBA, MECTO Y4eOBbl U IpoYee;

5. N30eraii pazmemienus ¢otorpaduit B MHTEepHeTe, re Thl M300pa’keH HAa MECTHOCTH, IO
KOTOPOM MO>KHO OIIPENEIUTH TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucrtpanuu B COLUMATBHONW CETH HEOOXOAMMO HCIIOJIB30BaTh CIIOKHBIE MapOJH,
cocrosmue u3 OyKB ¥ QP U C KOTUIECTBOM 3HAKOB HE MeHee §

7. Ans conuanbHON CETH, MOYThI U JPYTUX CAUTOB HEOOXOAMMO UCIIOJIB30BaTh PAa3HbIE MapOJIH.
Torpa ecnu T€6s B3710MalOT, TO 3JI0YMBIIIJIEHHUKH MOJIy4aT JOCTYI TOJIBKO K OAHOMY MECTY, a HE BO
BCE Cpasy.

DJIeKTPOHHbBIE IeHbI U

DNEKTPOHHBIE IEHBIH - 3TO OY€Hb YI0OHBIHN CII0CO0 MIaTeXel, 0JHAKO CYIIECTBYIOT MOILIEHHUKH,
KOTOPBIE XOTAT MOJIYYUTh 3TU J€HBI'U. DJIEKTPOHHBIE JEHBIY MOSABUINCH COBCEM HEJABHO M UMEHHO U3-
3a 3TOr0 BO MHOTHX IOCYAapCTBax 0 CUX IOp HE MPOIKCAaHO MPOo HUX B 3akoHaX. B Poccum xe oHn
(YHKLIMOHUPYIOT MU O HHMX YK€ MPOMHUCAHO B 3aKOHE, IJiIeé MX pa3feisioT Ha HECKOJIbKO BHJOB -
AHOHMMHBIE U HE aHOHMMHBbIE. Pa3HMIIa B TOM, YTO aHOHHMHBIE - 3TO T€, B KOTOPBIX pa3peuiaercs
IPOBOJIUTH oOlepauuu 0e3 HIeHTH(UKALUU I0Jb30BaTeNsl, a B HEAHOHHUMHBIX HJEHTU(UKALUSA
noJib30BatTeNs sBiseTcss obOs3arenbHOM. Taxke cieayeT pa3iauyaTh 3JEKTPOHHBIE (UATHBIE JEHBIU
(paBHBI rOCYIapPCTBEHHBIM BATIOTaM) U AJIEKTPOHHBIE He()UATHbIE IEHBI'H (HE PaBHBI TOCYJapCTBEHHBIM
BAJTIOTAM).

OcHOBHBIE COBETHI N0 0€30NMACHON PadoTe ¢ ITEeKTPOHHBIMH IEHbIAMH



1. TlpuBsoku K cueTy MOOWJIBHBIN TenedoH. DTO camblii yHOOHBIM M OBICTPBIA cHOCOO
BOCCTAHOBHUTH JIOCTYI K cueTy. [IpuBs3aHHbIA TeneoH MOMOXKET, eciii 3a0yIelb CBOM TUIATE)KHBIN
MapoJIb WM 3aiICIIb HA CAlUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonw3yit ogHopa3oBbie napoiu. [locne nepexoga Ha yCUICHHYIO aBTOpHU3ALIMIO Te0e yiKe He
OyJIeT yrpokaTh OMAaCHOCTb KPaXKU WM NEepexBaTa IIaTeKHOTO apoJis;

3. BoeiOGepu cnoxsblli mapodib. IlpecTynmHukaMm OyneT HE MPOCTO yraaaTh CIOKHBIA MapoJib.
Hanexxnble napoiu - 3To napoiu, KOTOpble COAEPKAT HE MEHEE 8 3HAKOB U BKJIKOYAIOT B CE0sl CTPOUHbIE
U TpOINUCHBIE OYyKBbI, LHU(PPbl U HECKOJBKO CHMBOJIOB, TakKWe Kak 3HaK JoJuiapa, ¢yHTa,
BOCKJIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;

4. He BBOAM CBOM JIMYHBIC JAHHBIE HA caliTaX, KOTOPHIM HE JOBEPSEIb.
DJIeKTPOHHAS MOYTA

DJEeKTPOHHAs 0YTa - 3TO TEXHOJIOIUS U MPEIOCTABISIEMbIE €10 YCIYTH 10 MEPEChIIKE U
IIOJIyYEHUIO AIEKTPOHHBIX COOOIIEHHUH, KOTOPBIE PACIIPEAEISAIOTCS B KOMIIBIOTEPHOM ceTH. OOBIYHO
3JIEKTPOHHBIN MOYTOBBIN SIIUK BBIMISIUT CIEIYIOIUM 00pa3oM: UMS_T10JIb30BaTENA(@UMSL_JIOMEHA.

Taxoke KpoMme repesadn IpoCcTOro TEKCTa, UMEETCs BO3SMOXKHOCTbD IepeaaBarh (haiibl.

OcHoBHBIE COBeTHI 10 0e30MacCHOI padoTe € JIEKTPOHHOM MOYTOM:

1. Hago BBIOpaTh mpaBUIIBHBIA IOYTOBBIM cepBUC. B HHTEpHETE €cThb OrpOMHBIN BBIOOP
OCCIUTATHBIX TOYTOBBIX CEPBHUCOB, OJHAKO JIyYIlle JOBEPSATH TEM, KOTO 3HACllb M KTO TEPBBHIA B
pEUTHHTE;

2. He ykaspiBali B JMYHOH MOYTEe JHYHYIO HHpOpManuioo. Hampumep, nydmie BbIOpaTh
"My3bIKaIbHBIN _(aHaT@" nmn "pokx2013" Bmecto "Temal3";

3. Mcnonb3yil ABYX3TalHyK aBTOPU3ALMIO. DTO KOTJa MOMHUMO HapoJisi HY)KHO BBOJAUTH KOJ,
npucbuiaeMblil mo SMS;

4. BeiOepu cl0KHBIN Tapodib. JJis KaXJI0ro MOYTOBOTO SIIIMKA JOJIKEH OBITh CBOW HAaJEKHBIMH,
YCTOWUYHMBBIN K B3JIOMY 1apOJIb;

5. Ecinm ecTp BO3MOXHOCTH HAamMCaTh CaMOMY CBOM JIMYHBIM BOIIPOC, WCHOJIB3YH 3Ty
BO3MO>KHOCTE;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [1epBbIil Is1 YaCTHOM MEPENnucKu ¢ ajpecaTaMu,
KOTOPBIM ThI JIOBEpsiClIb. DTO AJIEKTPOHHBIA aapec He HaJ0 HCIOJb30BAaTh MPU PEruCTpalud Ha
dopymax u caiftax;

7. He oTkpbiBaii ¢aiinbl U Apyrue BIOXKEHHsS B MUChMaX, JaK€ €CIU OHU MPUIIA OT TBOUX
npy3eit. Jlydiie yTouyHu y HUX, OTIPABJISUIA JTU OHH Te0e 3TH (aiiibl;

8. Ilocne oxoHuaHUs pabOTHI Ha MOYTOBOM CEPBUCE IEPE] 3aKPhITUEM BKIIAJKU C CAaliTOM He
3a0yb HaXxaTh Ha "Beriitn".

KuOepOy/utMHT MM BUPTYaJibHOE U3/1€BaTe1bCTBO

KubepOynnuHr - mpecienoBaHre COOOIMICHUSIMH, COJEPXKAIIUMH OCKOpPOJICHHS, arpeccuto,
3aIyTUBAaHKE;, XYIWUTAHCTBO; COIMAIbHOE OONWKOTHPOBAHUE C TOMOINBIO Pa3NIUYHBIX HHTEPHET-
CEpBHUCOB

OcHOBHBIE COBETHI IO 60PHOE ¢ KUOEPOYIITUHIOM:

1. He Gpocaiics B 60#. Jlyummmii cioco0: moCOBETOBATHCS KaK ce0sl BECTH U, €CIIH HET TOTO, K KOMY
MO>XHO OOpaTUThCS, TO BHauaje YCHOKOWTHhCSA. EcCau Thl HayHENIh OTBEYATh OCKOPOJEHUSMH Ha
OCKOpOIIeHUsI, TO TOJBKO el1lle O0JIbIIIe Pa30XkKeb KOHDIHUKT;



2. Yrpaginsii cBoel Kubeppenyraiuei;

3. AHOHUMHOCTb B CETU MHUMas. CYH_IGCTByIOT CIIOCOOBI BBISICHHUTBH, KTO CTOUT 3a aHOHUMHBIM
AKKayHTO,

4. He cTout BecTH XyJIUTaHCKUK oOpa3 BUPTyaJbHOW >KM3HU. MIHTEpHET (UKCUPYET BCE TBOU
JNEHCTBUS U COXpAHSET UX. Y TaIUTh UX OyJeT KpailHe 3aTpyJHUTEIbHO

5. Co0Outoiaii CBOIO BUPTYIBHYIO Y€CTh CMOJIOY;

6. UrHopupyii emuHuuyHbIi HeraTuB. OIHOPA30BbIE OCKOPOWUTEIBHBIC COOOIICHHS JTydIle
UTHOpHpOBaTh. OOBIYHO arpeccus MPEeKpanacTcsl Ha HA9allbHOM CTauH;

. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMH COOOIIIEHUSIMHU, B COIIUATTBHBIX CETSIX €CTh
BO3MOXXHOCTH OJIOKMPOBKU OTIPABKH COOOIICHUM C ONPE/ICTICHHBIX aJ[PECOB;

8. Ecnu ThI cBumerens kubepOyiimHra. TBOM NEHCTBUS: BBICTYIUTH MPOTHB MPECIIEOBATENS,
[I0Ka3aThb €My, YTO €ro JCMCTBUS OLEHUBAKOTCS HETaTUBHO, IMOIJIEPXKATh KEPTBY, KOTOPOM HYKHA
MICUXOJIOTHYECKast TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOTO IMMOBEJCHUS B CETH.

MoOuabHbIi TesiedoH

CoBpemeHHble cMapT(HOHBI U IJIAHILETHl COAEp)KaT B ce0e BIOJIHE B3pOCIbIA (YHKIMOHAN, U
Tenepb OHU MOT'YT KOHKYPUPOBAaTh CO CTALIMOHAPHBIMU KOMIIbIOTEpaMu. OIHAKO, CPENCTB 3aLUTHI AJIs
NOJOOHBIX YCTPOMCTB MOKA OYEHb Majio. TECTHPOBAaHUE U MOUCK YSI3BUMOCTEH B HUX MPOUCXOIUT HE
TaKk MHTeHCUBHO, Kak aus IIK, To ke camoe kacaercst 1 MOOWIBbHBIX IpuioxkeHud. CoBpeMeHHbIE
MOOWIbHBIE Opay3epbl YK€ TPaKTHYECKH [OTHAIM HACTOJIBHBIE aHAJOTH, OJHAKO pacCIIupEeHHe
(GyHKLMOHANa BieYeT 3a co00il OONbIIYI0 CIIOKHOCTh M MEHBIIYIO 3aIIMIIEHHOCTb. Jlaneko He Bce
IIPOM3BOJUTENN BBIIYCKAaOT OOHOBJIEHMSI, 3aKpPbIBAIOLINE KPUTUYECKHUE YA3BUMOCTU Ul CBOMX
YCTPOMCTB.

OcHOBHBIE COBETHI /151 0€30IaCHOCTH MOOHJILHOI0 TeJ'Ie(l)OHa:

1. Hudero He siBIsieTcs: HO-HACTOSIEMY OECIUTATHBIM.

2. Bynb ocroposkeH, Beab Kor/a Tede nmpeanararT 0ecIulaTHbI KOHTEHT, B HEM MOTYT OBITh
CKPBITHI KaKHe-TO IJIaTHBIE YCIIYTH;

3. Hymaii, npexxe yem otrpaBute SMS, ¢poTo unu Buaeo. Thl TOUHO 3HaEllb, 1€ OHU OyIyT
B KOHEYHOM HTOre?

4. Heo6x011M0 0OHOBIIATE ONEPAIIMIOHHYIO CUCTEMY TBOETO CMapT(QOHa;

S. Hcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI 111 MOOUIIBHBIX TeNe()OHOB;

6. He 3arpyxail npuiaokeHus OT HEU3BECTHOI'O HMCTOYHHUKA, BEIb OHU MOTYT COJIEP>KATh
BPEIOHOCHOE MPOrpaMMHOE 00eCIIeYeHUE;

7. ITocne Toro kak Thl BbIiJelIb ¢ caiiTa, e BBOJAWI JUYHYIO MHPOpPMALUIO, 3alu B
HACTPOWKHU Opay3epa U ynaiau cookies;

8. [lepuonnyecku npoBepsiii, Kakue MIaTHbIe YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEDE;

9. JaBaii cBoii HOMep MOOUIIBLHOTO Tesle(hOHA TOJIBKO JIFOJISIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpsICLIb;

10. Bluetooth momken ObITh BRIKIIOYEH, KOT/Ia Tl UM HE TONb3yelibes. He 3a0biBail nHOT 2

HPOBEPSATH 3TO.
Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPACOUHbIE, 3aXBaThIBAIOIINE pPa3BieUeHUs, O0BEANHSIIONINE
COTHH THICSAY YEJIOBEK M0 BceMy MUpy. Urpoku rcciaenytoT JaHHbI UM MUP, OOIIAIOTCS JPYT C IPYTOM,
BBITMOJHSIOT 3aJaHMsl, CPAKAIOTCA C MOHCTPAMM U MOJY4YalOT OMBIT. 3@ YAOBOJLCTBHE OHH IIATAT:
NOKYHAIOT JTUCK, OTUIAYMBAIOT Aa0OHEMEHT WM NMPHOOPETAIOT Kakue-To oniuu. Bee 3Tu cpeacrTsa uayr
Ha TMOJJIep)KaHHWe M Pa3BUTHE UIPHI, a TaKkKe Ha caMmy Oe30MacHOCTb: COBEPUICHCTBYIOTCS CHUCTEMBI



aBTOpH3AllMM, BBITYCKAIOTCA HOBble MaTud (UM(POBBIE 3aIUIATKUA JJISI MPOTPaMM), 3aKPBIBAIOTCS
YSI3BUMOCTH CepBepOB. B 0I0OHBIX UTpax CTOUT OMAcaThCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO
Kpaku TBOETO IapoJIsi, HAa KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3ALUHU OOJIBIINHCTBA UTD.

OcHOBHBIE COBETHI IO 0€3011aCHOCTH TBOEr0 UT'POBOI0 aKKayHTa:

1. Ecnu npyroit urpok BezpeT cels II0X0 MM co3aeT Tebe HeNpHUATHOCTH, 3a0JOKHPYH €ro B
CIIUCKE UTPO

2. Iloxanyiica agMHUHHCTpAaTOpaM WIPbl Ha IUIOXOE IOBEACHHUE ATOTO HIPOKa, JKEIaTeIbHO
HPUIIOKUTH KaKHe-TO JI0Ka3aTebCTBA B BUJIE CKPHUHOB;

3. He yka3siBaii tnunyro nHdopmaruio B npodaiiie urpbl
4. YBaxail Apyrux y4acTHUKOB 110 UTPE;

5.He ycranaBnuBaii Heo(uManbHbIC TTATYH U MOJIBL;

6. Micnionp3yi CII0’KHBIE U pa3HbIe N1apoJy;

7. Jlasxxe BO BpeMs UI'Pbl HE CTOUT OTKJIIOYATh aHTUBHUpPYC. [Ioka Tl Urpaeuib, TBOM KOMIBIOTED
MOTYyT 3apa3uTh

@OUIIMHT 1IN Kpaka JUIHbIX JaHHbIX

OOBIYHOM Kpaked JeHEer M JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAMBHIIb, HO C Pa3BHTHEM
MHTEPHET-TEXHOJIOTUI 3J0yMBIIUICHHUKN TEPEMECTHIINCh B MHTEPHET, M MPOJOJDKAIOT 3aHUMATHCS
"moOumbIM" 1esioM. Tak MosiBHJIaCh HOBAasi yrpo3a: MHTEPHET-MOUICHHUYECTBA WM (DUITUHT, TJIaBHAS
IIeJIb KOTOPOTO COCTOMT B IOJYYeHHH KOH(UACHIMAIBHBIX JTaHHBIX IOJB30BaTelIed - JIOTUHOB U
napoeii. Ha anrnmiickom si3pike phishing unraercs kak ¢pummnr (ot fishing - peiGHast 108151, password
- TapOJIb).

OcHOBHBIE COBETHI 110 OOPBLOE ¢ PUITHHTOM:

1. CHGI[I/I 34 CBOMM aKKayHTOM. Ecnu 11 moao3peBaciib, 4YTO TBOSA aHKCTa ObL1a B3JIOMaHa, TO
H606XO)II/IMO 3a6J'IOKI/Ip0BaTB cCu COO6IJ_II/ITI> AIMUHHUCTpATOpaM pecypca 00 3TOM KaK MOXHO CKOpEE;

2. I/ICHOHBSYﬁ Oe30ImacHbIe Be6-caflTH, B TOM YHUCJIC, MTHTCPHCT-MAlra3MHOB U ITIOUCKOBBIX CUCTCM;

3. Hcnonp3yil cioxxkHble M pa3Hble napoiu. Takum oOpa3oM, eciau TeOs B3JIOMAlOT, TO
3JI0YMBIIIJIEHHUKY MOJIyYaT JOCTYH TOJIBKO K OJHOMY TBOEMY MPOQUIIIO B CETH, @ HE KO BCEM

4. Ecnu 1ebs B3MOMamd, TO HEOOXOOUMO MPEAYNpPEeIuTh BCEX CBOMX 3HAKOMBIX, KOTOpBIC
n00aBJIEHBl Y TEOSI B JIPY3bsX, O TOM, YTO TE€OS B3JIOMAJIM M, BO3MOXHO, OT TBOEr0 MMEHHU OyJIeT
pacchuIaThCs CIlaM M CCHUIKU Ha (DUIIMHTOBHIE CAlTHI,

5. YcranoBu HaaexHbIi napois (PIN) Ha MoOunbHBIH TenedoH
6. OTKIIIOYM COXpaHEHHe Mapoisi B Opaysepe

7. He oTkpbIBaii paiiibl ¥ ApyrUe BIOKEHUS B MMUCbMAX, Aa’Ke €CJIM OHU MPUIILIN OT TBOUX ApY3€eil.
Jlydie yTOYHM y HUX, OTHPABIISUIN JI OHU TeOe 3TH (aifibl.

Hudposas penyrauus

[Mudpoast penyrauust - 3TO HEraTHUBHAs WM TNO3UTHBHas HH(poOpMalus B ceTH o Tebe.
Komnpomerupyromass uHpOpManus, pa3MelleHHas B HWHTEpHETE, MOXET CEephe3HbIM 00pazom
OTpa3uThCs Ha TBOeH peanbHOM >ku3HU. "LludpoBas pemyrauug" - 3TO TBOH HMMMJIK, KOTOPBIH
dopmupyercs uz uHGpopmaiuu o Tede B UHTepHeTe. TBOE MECTO KUTENbCTBA, YueObl, TBOE€ (PMHAHCOBOE
HIOJIOKEHHE, OCOOCHHOCTH XapaKTepa M pacckasbl O OJIM3KHX - BCE ATO HAKAIJIMBAETCS B CeTU. MHoOrue
HOJPOCTKH JIETKOMBICIICHHO OTHOCSTCSA K MyOJIMKanuu JuuHoi nadopmaru B IHTepHeTe, He TOHUMAst



BO3MOJXKHBIX TIOCTIEACTBHMA. ThHI 1aXke He CMOXKEIIb JOTaAaThCs O TOM, 4TO (poTorpadusi, pa3MenieHHas 5
JeT Hazaj, cTaja MPUYMHOM OTKa3a MpHHATh TeOs Ha pabdory. KomMmeHTapuu, pa3smelieHHe TBOMX
dororpaduii 1 qpyrue AeUCTBUS MOTYT HE UCUYE3HYTH JaKe TMOCJE TOTO, KaK Thl UX YAalullb. Thl He
3Haelllb, KTO COXPaHWJI 3Ty MH(OpPMAIHIO, [T0Naja I OHAa B MIOMCKOBBIE CUCTEMBI U COXPAaHUIIACh JIU
OHa, a IVIaBHOE: YTO MOAYMAaroT O TeOe OKpYyXKarollHe JIF0JU, KOTOpble HalAYyT U yBUAAT 3T0. Haiitu
MH(POPMALIMIO MHOTO JIET CITYCTSI CMOXKET JIF000H - Kak U3 J0OpBIX NOOYXKIEHUH, TaKk U C HAMEPEHUEM
OPUYHHUATE Bped. ITO MOKET OBITh KTO YTOJTHO.

OcHoBHbBIE cOBeTHI 10 3a1MTe HH(POBON penmyTanuu:

1. [Moxymaii, mpesx/ie 4eM 4To-TO MyOJIMKOBAaTh U MepeaaBarh y ce0s B 010Te UM B COLUAIBHON
ceTu

2. B Hactpoiikax mpoduis yCTaHOBM OTPAHUYCHHUS HA TPOCMOTP TBOETO MPOPUISI U €ro
COAEPKUMOTO, CIIeai ero TOJbKO " 1py3en";

3. He pa3memiaii 1 He yka3biBail MH(POPMAIUIO, KOTOpask MOXKET KOTo-JIHM00 OCKOPOJIATH HIIN
00MXKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJIbHUKHM - aKTHBHbBIE I0Jb30BaTeNM LU(pPOBOro mnpocrpancTBa. OnHako
JIAJIeKO HE BCE 3HAIOT, YTO IIOJIb30BaHME MHOTHMMH BO3MOXKHOCTSIMH IM(PPOBOIO MHpa Tpedyer
COONIIOJIEHUsI NIpaB HAa  MHTEIUIEKTYaJbHYIO  COOCTBEHHOCTb. TepMHMH  "HHTEIUIEKTyaJbHas
COOCTBEHHOCTb'" OTHOCHUTCS K pAa3JIMYHbIM TBOPEHUSM YEJIOBEUECKOIO yMa, HauMHas C HOBBIX
n300peTeHnil M 3HAaKOB, 00O3HAYAIOIIUMX COOCTBEHHOCTh HA HPOAYKTHI M YCIYTH, U 3aKaHYUBas
KHUTaMH, GpoTorpadusiMi, KHHOQHIBMAMH U MY3bIKQJIbHBIMU TIPOU3BEICHUSIMH

ABTOpCKHE IIpaBa - 3TO IpaBa Ha UHTEIJIEKTYaJbHYI0O COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEpaTypbl W HUCKYcCTBAa. ABTOpCKHME IIpaBa BBICTYNAIOT B KauyecTBE TrapaHTHUM TOTO, 4YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPyA aBTOpa He OydeT HampacHbIM, JacT €My CIIpaBeJINBEHIC
BO3MOXHOCTH 3apaboTaTh Ha pe3yJibTaTax CBOEro TPy/la, MOJIy4YUTh U3BECTHOCTh U Ipu3HaHue. Hukro
0e3 pa3pelleHHs aBTOpa HE MOXKET BOCIPOU3BOAUTH €0 IMPOU3BEAECHUE, PACIPOCTPAHATD, IyOINYHO
JI€MOHCTPUPOBaTh, MpoJaBaTh, HMIIOPTUPOBaTb, IYCKaTh B MPOKAT, MYOJWYHO HCIOIHATH,
MOKa3bIBaTh/UCHIONHATL B 3(Qupe win pasmemat B HMutepHere. Mcmonb3oBanue "muparckoro”
IPOTPaMMHOT0 00ECIeUYeHUs] MOXET IMPHUBECTH K MHOTHUM PHUCKaM: OT IOTEPH JAaHHBIX K TBOUM
aKKayHTaM JI0 OJIOKHPOBKH TBOETO yCTPOICTBA, I/ie YCTAaHOBJIEHA HelleranabHas nporpamma. He crout
TaKXe 3a0bIBaTh, YTO CYLIECTBYIOT JieTaJIbHbIe U OeCIUIaTHBIE MPOrpaMMbl, KOTOPblE MOXHO HalTH B
CETH.

O moprane CeTeBUYOK.pd - TBOW TJABHBIA COBETYMK B CETH. 37€Ch Thl MOXXEIIb y3HATH O
0€30MaCHOCTH B CETH MOHSATHBIM U JIOCTYITHBIM S3bIKOM, a TP BOZHUKHOBEHUU KPUTHUECKOW CUTYalluu
00paTUTHCSI 32 COBETOM. A TaKkKe MPHUHITH y4acTHE B KOHKYpPCaX M CTaTh CaMbIM ITH(PPOBBIM
rpaxaaHuHOM!



